
 

 

1. Runtime Analysis: Second Step of Malware Analysis 
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1. Process Explorer Display information about Process, File and  

Registry  

2. Regshot  Display information about File and Registry 

3. Wireshark  Display information about Network 

4. Netcat   Display information about Network 

5. Process Monitor Display information about Process, File and  

Registry 

6. Fundelete  Display information about File 

7. Autoruns  Display information about Registry 

8. Strams/ADSSpy Display information about File 
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