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WannaCry Ransomware                     

1.1      C            

WannaCry           Ransomware                     Worm            User 

                                                        Ransomware           Malcious 

Software          Attacker     infected             User (victim)               File 

    , Folder         Encrypt                  victim        File                        

Decrypt            Attacker                                

 

1.2                    

     Ransomware                    (  )                                        

            ဝ,ဝ ဝ                              

     Malware                           “Sh dowB oke s”          

                       Exploit                                                       Exploit 

                                                                                         

                            

Microsoft                                           Patch Update                 

     (  )                                  Update                      

                           Case                        (  )             Microsoft    

        Patch Update                                      Malware   New 

Version                                                                   

 

1.3    w  e           

Wanna Decrypt0r, WCry, WannaCry, WannaCrypt,       WannCrypt0r 
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1.4                           

Windows XP    Windows 8.1 (Windows 10                            ) 

1.5   d  e                    k      

 Microsoft released a patch MS17-010 (ETERNALBLUE)on 14 March: 

<https://technet.microsoft.com/en-us/library/security/ms17-010.aspx> 

 Microsoft released a patch for the older unsupported Windows versions on 12 

May:<https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-

guidance-for-wannacrypt-attacks/>  

1.6 WannaCry Ransomware            

 

 

 

1.7                    

• Patch Update                  

• Backup                     

• Tcp Port 445     Block            NetBIOS traffic             (TCP/137,     

• TCP/139, TCP/445, UDP/137 and UDP/138)        filter                   

•                       SMB1 service     Disable                           
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(https://support.microsoft.com/en-us/help/2696547/how-to-enable-and- 

disable-smbv1,-smbv2,-and-smbv3-in-windows-vista,-windows-server-2008,-

windows-7,-windows-server-2008-r2,-windows-8,-and-windows-server-2012) 

 

1.8               

•                                    Backup                     Recover 

                         Shadow Volume Copies              File     , 

Folder        Recover                                              

(https://www.bleepingcomputer.com/tutorials/how-to-recover-files-and-

folders-using-shadow-volume-copies/) 

•                   Infected            “DO B EP  SAR”  B ckdoo  

                                                                      

Backdoor                                        Script     

                            (https://github.com/countercept/doublepulsar-

detection-script) 

 

1.9 Reference 

WannaCry Ransomware v0.2.pdf, compiled by ThaiCERT 
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