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Forensic Process
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Identification:

Identify the system
to be investigated

P Gattae Data Acquistion/Preservation:
resentation: Taking images of the drives /partition
Reporting of evidences belonged to the identified system
found during analysis

phase

‘ Forensic Analysis: Data Recovery:

Analyze digital artifacts Recover deleted data
inside the data for from the image files.
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« Disk and data capture tools
» File viewers

« File analysis tools

« Registry analysis tools

o Internet analysis tools

« Email analysis tools

« Mobile devices analysis tools
e Mac OS analysis tools

» Network forensics tools

» Database forensics tools
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Network Forensics

Network forensics 2005 op&qommps§ocdodielopEs LAN $& WAN gp:od Morning
[gc98[aEa Analysis [giopd[gEa Information Gathering [giopd[gEsr Evidence gp:o?

9es00EgCa Intrusion Detection [gjood[gEs 020pb03sE 2005e3E 305N

144 1195.732654 216.49.88.118

24.6.125.19 280 HTTP/1.1 200

145 1195.85969
146 T

1

4

.125.19

149 1491.131918 24.6.125.19

216.49.88.118 60 netinfo-local

€ tint

216.49.88.118 62 mtgp > http [

150 1491.204511 216.49.88.118

24.6.125.19 60 http > mtgp [

151 1491.204656 24.6.125.19

216.49.88.118

[l Frame 147: 400 bytes on wire (3200 bits), 400 bytes captured (3200 bits)

@ Ethernet I1I, Src: Cadant_22:89:c2 (00:01:5¢:22:89:¢2), Dst: Intel b7:f2:fS (00:03:47:b7:
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Forensic Data Analysis
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Database Forensics
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